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ISOAG  June 3, 2015 Agenda 
I.   Welcome & Opening Remarks                      Michael Watson, VITA 

 

II.   Secure, Protect, and Enable;                       William Harrod, CA Technologies 

       Security 101, Proactive Measures 

       for VITA  to increase IT Security 

 

III. Archer Update     Ed Miller/Mark Martens, VITA 

 
IV. Upcoming Events     Bob Baskette/Michael Watson, VITA 

 

V.   Partner/Operation Update    Bob Baskette, VITA, Michael Clark, NG 
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Welcome!  What’s in this for you? 

 Opening remarks 

 Learning Opportunity 

 Security Trends today 

 Security 101 – Blocking and Tackling 

 Security “Stuff”  

 Privileged Identity Management 

 Open Discussion - Anytime 
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Today, Every Organization  
is a Software Company. 
 
Today, VITA must start thinking like a “tech” 
company, because within a few years, if not 
already, digital requirements will dominate. 
Urgent action is needed to keep up with the 
requirements, and to safe guard the digital 
records and transactions of the state. 
 
Gartner; “CEO Resolutions for 2014—Time to Act on Digital Business”; Mark Raskino; March 5, 2014 
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VITA can be a leader 
in providing secure, 
seamless, access to 
support Citizens, 
Business, and 
employees 
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2015 SESSION [Senate Bill 1121] VIRGINIA ACTS OF ASSEMBLY –– CHAPTER 
An Act to amend and reenact § 2.2-603 of the Code of Virginia, relating to IT responsibility of 
agency  directors The director of every department in the executive branch of state government shall be 
responsible for securing the electronic data held by his department and shall comply with the requirements 
of the Commonwealth's information technology security and risk-management program as set forth in § 2.2-
2009. 
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New York Times – December 11, 2014 
“Hacked vs. Hackers: Game on 

Hacking attacks increased 62% in 2013 

552 million people had their identities stolen 

Layered security is key 

There are two types of companies left in the 

United States: 

Those that have been breached 

Those that have  been breached but don’t 

know it yet Source: http://nyti.ms/12pWnJB nyti.ms/12pWnJB 

 
 

nyti.ms/12pWnJB
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Technology Trends 

 

 

OVER 1.7 BILLION CONSUMERS WITH 
SMART PHONES BY 20181 

USER LOCATION AVAILABLE FOR 
AUTHENTICATION 

MOBILE AUTHENTICATION AND 
SECURITY WILL BECOME HUMAN-
FACTOR FRIENDLY2 

1) Statista “The Statistics Portal” www.statista.com, 2) Forrester Top 15 Trends S&R Pros Should Watch: 2014, Trend No. 14”  
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The Mobile Landscape is changing quickly too 

August 2013 Oregon Mobility Summit   Copyright © 2013 CA Technologies 
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What I “hear” 

Multiple, disparate authoritative sources related to identity and 
attributes 

Inconsistent and manual processes for  

provisioning/ de-provisioning  

certification of user accounts and entitlements 

auditing and reporting on controls 

It is difficult to determine who has access to what - when evaluating 
entitlements 

Multiple security silos, procedures, and controls 

Too Many Passwords, especially for Privileged Users Administering 
Servers  

Lack of Automation for Single-Sign-On, Federation, RBAC, 
ABAC, Multi-Factor Authentication 
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STUFF 
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Financial / 
Payroll 

Medical Records 
(HIPAA) 

Tax & 
Payment 
Records 

HR Info 

PII STUFF 
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PII 

Financial / 
Payroll 

HR Info 

Medical 
Records 
(HIPAA) 

Tax & 
Payment 
Records 
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Employees 
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Citizens 

Employees 
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Employees Contractors 

Citizens 



20 

© 2015 CA. All rights reserved. CA confidential and proprietary information; for internal use only.  
No unauthorized use, copying or distribution. 

Employees 

Black Hats 

Contractors 

Citizens 
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Employees 
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Employees 

Authoritative 
Source 

Black Hats 

Contractors 

Citizens Citizens 



24 

© 2015 CA. All rights reserved. CA confidential and proprietary information; for internal use only.  
No unauthorized use, copying or distribution. 

Employees 

Authoritative 
Source 

Black Hats 

Contractors 

Authoritative 
Source 

Citizens 
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Employees 

Authoritative 
Source 

Identity 
Management 

Black Hats 

Contractors 

Citizens 
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Employees 

Identity 
Management 

Privileged Identity 
Management 

Access Controls 

Privileged Access 

Black Hats 

Contractors 

Citizens 
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Employees 
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Management 

Web Access  
Management 

Multi-Factor 

Risk Based 

Privileged Identity 
Management 

Access Controls 

Privileged Access 

Black Hats 

Contractors 

Citizens 
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Employees 

Identity 
Management 

APIs 

Web Access  
Management 

Multi-Factor 

Risk Based 

Access Controls 

Privileged Access 

Privileged Identity 
Management 

Federation 

 
 

• Extend 

 

• Secure 
• Enable 

Black Hats 

Contractors 

Web Access  
Management 

Web Service 
(SOA) 

Management 

Internet of Things 

eMail 
Apps 

Citizens 
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Privileged Identity 
Management 

Employees 

Identity 
Management 

APIs 

CA API Gateway 

CA SSO 

CA Risk 
Authentication** 

CA Advanced 
Authentication** 

CA Privileged Identity 
Management 

CA Directory 

CA Identity Suite* 

Web Access  
Management 

Web Service 
(SOA) 

Management 

Multi-Factor 

Risk Based 

Access Controls 

Privileged Access 

Federation 

Black Hats 

Contractors 

Internet of Things 

eMail 
Apps 

CA EMM** 

CA Identity Governance 

*VA does not currently license the IAM business user interface **VA does not currently license this solution 

Citizens 
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Our System Administrators are the Good Guys 

 “We only have a few privileged users” 
 

“They are background checked” 
 

“Our SysAdmins are the Good Guys” 
 

“We don’t allow shared account access 
(do we?)” 
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Target  - Was a BIG target and so was… 

 Target – Nov 27th – Dec 15th, 40 Million credit and debit card 

numbers stolen 70 million – Customer records including name, 

address, email address and phone number. $200 Million 

estimated cost to credit unions & local banks for reissuing 21.8 

million cards — about half of the total stolen. 

 Home Depot – April – September, 56 Million credit and debit 

cards compromised, along with customer’s name, address, email 

address, and matching that with Date of Birth and SSN allows the 

bad guys to change the PIN through bank’s automated voice 

systems 

 UPS – Jan 20th  - Aug 11th, 51 stores in 24 states (including 

California), Credit and Debit Card information 

 

“Cyber Attack on Sony Pictures is Much More than a Data Breach” 
-InfoSec Institute, 8 Dec 2014 
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Step 1 – Identify a device or network of devices 

running remote desktop software. 

How do these attacks work? 

Step 2 – Serve up the malware via a Phising email, or 
“drive-by-download” of an infected web site.  

Step 3 – Now they are inside, leveraging the RDP 
(remote desktop protocol) to position a memory scraper 
tool (the POS device) or to wait and capture credentials 
to leverage access to system administration functions 
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“Click” or “Don’t Click” 
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“Click” or “Don’t Click” 
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“Click” or “Don’t Click” 
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“Click” or “Don’t Click” 
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“Click” or “Don’t Click” 
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Virginia             My Pictures for you                                                                                                                                                              

“Click” or “Don’t Click” 
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“Click” or “Don’t Click” 



45 

© 2015 CA. All rights reserved. CA confidential and proprietary information; for internal use only.  
No unauthorized use, copying or distribution. 

What does this have to do with my Agency – Why do I care? 

176 
Million Government/Military records exposed  
Jan – June 2014 

$4.4M 
is the average cost of a security breach 

Sources: Insurance Networking News/Ponemon, The Cost of a Data Breach Versus the Cost of More Security, July 2013 

VentureBeat, [redacted] CIO leaves in wake of security breach as chip cards move in, March 2014 

Forbes.com, [redacted] CEO [redacted] Resigns In Data Breach Fallout, May 2014 

Yahoo, Data-breach costs take toll on [redacted] profit, Feb 2014 
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Who are insiders and what are the threats? 

Types of 
Insiders 

Exploited 
Insiders 

Malicious 
Insiders 

Types of Threats 

Error 

Misuse 

Espionage 

Theft 

Sabotage 

Threats 

Contractor 

Partner 

Former 
employee 

Competitor 

Current 
Employee 

Careless 
Insiders 
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The Challenge of Privileged Identities and Access 

Apps 
Apps 

All- Powerful Access Lack of Accountability 

Unrestricted Root or Super-User Access 
Lack of Segregation of Duties Enforcement 

Abuse, Intentional, or Inadvertent 
Service Accounts, Scripts, Cron Jobs 

 

Lack of a Strong Audit Trail 
Who did What  - Finger-pointing  

Use of Shared Accounts 
Able to stop Logging and Services  

 
The business value of Privileged Identity Governance is that it addresses the 

challenges of all-powerful access and lack of accountability by automating the 
relationship between trusted people, their credentials, and their access rights 

across the enterprise. 
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Privileged Identity Governance 

Privileged Identity Governance brings together three critical areas, 

so agencies can remove common exploitation points within their IT 

environments and prevent insider and external attacks:  

 

 

 

 

 

Identity and access governance  

Privileged identity management  

User activity reporting  
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Identity and access governance  

Leverage analytics to assess, 
audit, and clean up excessive 
access rights 

Automate entitlements, roles, 
and periodic certification of users 

Enforce consistent and 
centralized polices for access and 
Segregation of Duties (SoD) 

Monitor and report on who has 
access to what, and who 
approved that access 
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Leverage fine-grained access 
controls & implement least 
privilege access 

Automate access to Root, Super-
User, and Escalated Privileges via 
a password check-out process 

Enforce role appropriate 
command validation 

Provide “break-glass” capability 
for exigent circumstances with 
appropriate compliance checking 

 

Privileged identity management  
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User activity reporting  

Report on who has access to 
what, and what they did with that 
access 

Certify users have the access they 
need, and nothing more 

Enforce account inactivity clean-
up, and minimize “role creep” 

Provide Session recording for 
system admins and privileged 
activities 
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Analyze accounts, entitlements, 
accesses & Clean-up Orphan 
Accounts and excessive privileges 

Identify who needs access to what, 
build an initial role model starting 
with privileged users 

Automate Root, Super User, and 
Admin password management 

Enforce Segregation of Duties and 
provide a Break Glass capability 

Optimize model and refine 

 

Next Steps & Best Practices 
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Questions? 
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William (Bill) Harrod 

Advisor, Public Sector Security Practice 

Willam.Harrod@ca.com  
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Archer 

Mark Martens 

Ed Miller 

Information Assurance Specialists 
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Archer Push 

• We’re going to start pushing more 
“actionable” reports and items to Archer 
users 

 

• You will periodically get an email from 
commonwealthsecurity with a link to an 
Archer report or item that may require 
your attention. 
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Archer Email for Quarterly Update 
1. Please login to Archer using VPN and your RSASecureID. 

 

2. Click on the link below.  The link is to the Quarterly Update report listing all Open Findings that CSRM is tracking for your agency. 

 

• https://ITGRCS.vita.virginia.gov/default.aspx?requestUrl=..%2fSearchContent%2fSearch.aspx%3fView%3dReport%26reportId
%3d4613%26moduleId%3d167 

 

3. Export the report to CSV format, select the option to "Exclude all HTML formatting tags" 

 

4. Open the CSV file using Excel 

 

5. Review each row of findings and update the following columns: 

Column M:Qrtr Date Applied: ENTER     3/31/YYYY for 1st Quarter of the CY 

   6/30/YYYY for 2nd Quarter of the CY 

   9/30/YYYY for 3rd Quarter of the CY 

   12/31/YYYY for 4th Quarter of the CY 

Column N: Remediation Response Update: Enter any changes, updates, or modifications to the remediation for this finding that 
occurred in the most recently completed quarter. 

Column O: Revised Expected Due Date: If the Expected Due Date for the finding has changed, enter it here (MM/DD/YYYY format) 

Column P: Revised Responsible Party: If the person responsible for managing or completed the remediation has changed, please 
enter it here. 

 

6. Save the Quarterly Update CSV file (you may save the file in CSV format)  

7. Send the completed Quarterly Update CSV to CSRM by emailing it to: commonwealthsecurity@vita.virginia.gov 

 

https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4613%26moduleId%3d167
https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4613%26moduleId%3d167
https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4613%26moduleId%3d167
https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4613%26moduleId%3d167
mailto:commonwealthsecurity@vita.virginia.gov
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Quarterly Update Report 
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Archer Email for Audit Plan Update 

1. Please review the Audit Plan on the link below.  This is the most recently submitted audit plan 
for your agency.  You must use your VPN login with your RSASecureID before you click the link. 

 

https://ITGRCS.vita.virginia.gov/default.aspx?requestUrl=..%2fSearchContent%2fSearch.aspx%3f
View%3dReport%26reportId%3d4614%26moduleId%3d373 

 

Note the fields "Date Audit Plan Submitted" and "Date Audit Plan Expires" on the report.  Ensure 
that you send an updated Plan to CSRM by the expiration date.  If changes to your plan occur at 
any time, please send us an update. 

 

https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4614%26moduleId%3d373
https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4614%26moduleId%3d373
https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4614%26moduleId%3d373
https://itgrcs.vita.virginia.gov/default.aspx?requestUrl=../SearchContent/Search.aspx?View%3dReport%26reportId%3d4614%26moduleId%3d373
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IT Security Audit Plan 

 



61 

Export Reports 

• You should export reports to the format of 
your choosing, or in some cases, to the 
format that CSRM specifies. 

 

• If needed, modify the exported file, and 
email it back to commonwealthsecurity 
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Dashboard View 
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Applications 
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Application Information 
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Scheduled Audit 
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Audit Plan 
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Scheduled Audits 
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Completed Audit 
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Finding 
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Finding Continued 



71 

CAP 
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CAP Continued 
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Quarterly Update 
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Agency Info and Scorecard 



75 www.vita.virginia.gov 75 

Upcoming Events 
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 2015 Conference 
RVAsec is the first Richmond, Virginia, security convention to 
bring top speakers to the mid-atlantic region.  The 2015 
conference will be held on Thursday, June 4th and Friday June 
5th at the Commonwealth Ballroom at VCU’s University 
Commons. Training classes will be held on Wednesday, June 
3rd. 

  

Keynotes: 

G. Mark Hardy - Founder of CardKill 

Jennifer Steffens - IOActive CEO 

Virginia Governor Terry McAuliffe 

  

More information can be found at: http://rvasec.com/ 

  

http://rvasec.com/
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IS Orientation 

 
 

  

 

   

      
 

  When:   Thursday, June 16th, 2015 

  Time:    1:00 pm to 3:00 pm 

  Where:  CESC , Room 1211 

 

  Register here:   

 http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10 

 

  

http://vita2.virginia.gov/registration/Session.cfm?MeetingID=10
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Future ISOAG 
 

 
 

  

     July 1, 1:00 - 4:00 pm @ CESC 

Speaker: Tommy Johnstone, Office of Attorney General 

 

     

  

     

 

 

 

                                              

 

 

 

 

 

  

 

   

   

   

 

 

 

 

 

 

ISOAG meets the 1st Wednesday of each month in 2015 
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Submit Events  

• If your group or organization is promoting 
a security related event and would like to 
have it communicated to the Information 
Security Officer community: 

 

 Please submit all upcoming events to: 
CommonwealthSecurity@VITA.Virginia.Gov 

 

mailto:CommonwealthSecurity@VITA.Virginia.Gov
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ADJOURN 

THANK YOU FOR ATTENDING 

Picture courtesy of www.v3.co.uk 


